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A certified copy of the above-noted application (s) is (are) 
attached hereto. 

If necessary, the Commissioner is hereby authorized in this, 
concurrent, and future replies, to charge payment or credit any 
overpayment to Deposit Account No. 02-2448 for any additional fees 
required under 37 C.F.R. 1.16 or under 37 C.F.R. 1.17; particularly, 
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[Xil^^XH 2001.04.11 
[^m^SI^Wl H04K 1/00 

^^SSl E|?1IO|0^0| 51^1^^ ^ Al^gJ 

[^^S^ S^SSl SYSTEM AND METHOD OF SOFTWARE-BASED COMMERCIAL KEY 

ESCROW FOR PKI ENVIRONMENT 

§a Ms ^djEi 

[#^&J3H1 2-1999-901411-2 

[CH £1^13 HI 9-1998-000458-4 
[ S # ^1 S e ^ ei s 1 2000-062897-3 

[^§2J S^S^Il KIMJeeyeon 
[^ej^^eim] 701228-2025711 
{^E&m 138-918 

[^^1 Aie^^Ai ^m=p- s^ee &o|o^H^^ 29-1008 

[^^1 KR 

9^S:?I1 KIM.Seungjoo 

3-1 



[^ej^^eis] 710922-1006012 
110-530 

AHe^^Ai mmm 26-6 

[^^] KR 

g^S:"!! KWON,Hyun-Jo 
[^ej^^ffls] 731124-2017411 
[^eS^l 133-050 

{^±] A-\mmmM dfs^ 466-i 

[^^1 KR 

S^s:?|] PARK.Hae-Ryong 
[^eje^eis] 740204-1621613 
[o^Bj^] 506-050 

^^^^^^Al mtl^ ^iL^m 1046-4 
[^^] KR 

[^S2J S^s:?|] LEE.Hongsub 
[^SJe^e^S] 530624-1155210 
136-060 

[^r^^l AHe^^AI ^m=P^ 616 th<yOHIhM 101-1006 

[^^1 KR 

[^A^s^l 

[^xi] mm^ ni42^°i ^^m ssi, mmm xii60i°i ^§oii MS^Ah 
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29,000 S! 

51,000 SI 

0 S! 

621,000 S! 

701,000 S! 



0 SI 
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:^A1<H1 f^^Aj^l^ -^-§-^^ 7]^^ ^]^^ 7]^^ 7]\^]^r}. 

S. ^x^o]] tt).^ 7l^o. ^^^Efl 1^;^ o^o] 51) Tfl o] oj-o] (Publ ic Key 

Infrastructure; PKI (roaming) ^1^*>ZL, 7]^^ ^i^^* ^s^^}^ 

^<]n\d\] (perfect forward secrecy)^ 9}^ 

^lJit!:4. ^ ^^^1 i4€- ^1^^ 7l#ol 7j-^l^ Aj^Ej^^ ;§-foii 

£4a 

^7fl7l, til^7l, PKI, 71^11- Al^Efl^ Key Escrow, Key Recovery. 
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s\^]o]o}o] 7]^$] ^J-^-g- ^ ^1^^^ {SYSTEM AND METHOD OF 

SOFTWARE-BASED COMMERCIAL KEY ESCROW FOR PKI ENVIRONMENT} 

£la^ #Hfl 7l#oll 14^ PKI 7]tiV5l AVc^^ 7]o^ii- Aj^ufl^^Ai, ^jlriiTflo] 

S.lh^ ^2fl 7l#cHl n^-s. 7ltiV^ ^J-^a-g- 71^11- A]^E^O.SA-], ^t^^o] 

^^}7} 7flA]§].Jl o;^^ 71^^ ^^^9] M-E}'^ £1^. 

£2a^ ^Hfl 7l^<^11 14€- PKI 7]^9] ^^^-^ 7]^^ AlitflO_^A-^_ 

A>7]- 7flAl^>J7 01^ y-|o^^ o^^:^^ ^^o^ jcig 

:£2b^ #2)1 7]#o11 PKI 7li^5^ ^J-<y-g- 71^11- Al^EflO.^Ai, yflSlAfo] 

AI.7I- 7]\^]^}JL SX^ 71^^ 4^^^ ^^^^S] 

£3a^ #2fl 7l#ofl 14^ PKI 7lti}-^ ^J-^-g- 7l^^ Al>btfl^^A-^, olHSi^ 

HA>7|- 7flAl^>J7 71^15- Sf^jo^ M-EI-NH 

-£3b^ #2fl 71^<H1 4-€- PKI 7ltiV5l ^a-'^-g- 7l^% 

BA>7V 7flAl^>Jl 714^ S^^^B] 'Un^ M-H^-'^a S.^. 

AS.A-1 , RSACRon Rivest, Adi Shamir, Leonard Adleman) 7]^^9] (n,n)-^i-^ -g- 7]^ 

^ Al:±,Eflo^ 7l^5A^ ^ 7l^^ J4^^^ ^EI-*^ iig. 
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:£4b^ ^ ^^Sl 7^11 ^Al<^]ofl RSA 7ltiVo:| (n,n)-^j-'^-§- 7]^^ 

tflo^ 71^^ i4E^-^a 

(n,n)-7j-^H 7l^iJ- Aj^eflo^ 71^5^^ ^ 71^1]- 4;^^^ q-H}^ H^. 
:£6^ ^ ^^^1 ^1^^ ^1^^^^ ^13 •^^I'^IS i4h^-h£ ^^^^i, RSA 

7lti}^ (n,n)-7j-^l^ 7]^^ ^]^^^ -7]^^^^ ^ 71^1^- t^E}^ 

sl-^^V(Diffie-Hellman) 7]^J:9] (n,n)-^'^-%- 7]^^■ Aj^tflo] ^i^^^j ^ 5^1^^ 
Al^eflo^ ^14^ j^^^^ ^^^^ 

c^s]-^!?]: 7]HV^ (n-,n)-7j-;^l:5i 7]^^ Aj^^Eflo^ ^ ^l^iJ- J^-^^* M-b+\H 

:£10a^ ^ ^^^^ ^17 ^Ajo^ll- i4e}v£ ^o.^Ai, ulixl-^^> yja}^ (t,n)- 
^o>^^ 71^^ Al^B^o^ 7l^S^^ ^ 71^^ M-El-^ 

£10b^ ^ ^^^^ m M-Bl-^ ^^^A^, u:|ix]-^nl: ylyVs] (t,n)- 
^l-<a-g- Al^Eflo^ 714^ i!]-^^* i4Bl-^fl s^a. 



^1^ 7]^^ A]iEflo^ 71^3^^ ^ 7]^^ M-B^-^a 
71^1^- Aji^flo^ 71^1^^ ^ 71^11- J!f^^^ M-E}ufl 

10 : ^l-§-^>(USER) 

11 : ^i^HCRA; Registration Authority) 

12 : <?I^ ^itHCCA; Certification Authority) 

13 : ^^HlCKMA; Key Management Authority) 
14, 15, 16 : ^]^^ ^iwlCKRA; Key Recovery Agent) 

21, 22, 23 : cHojE^tiflo]^ 

^ ^tg^ PKI (Public Key Infrastructure) 7]^S] 7]^^ 7]^o\] ^ 

^^S, ^}-%-7]-9] H^t-oltil A] (privacy) ii^^ ^^-^^ ^^^3 J^^l- 

'^isl-^ -^j-^Jr^ f^^l- ^ '7]^^ ^]^^ ^ ^J-^'^l ^^1 
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^-§->|efl ^^i-f^ ^'^<^] ^^^^<=H1 n:)-B}Ai, r-flolEi -y-^Sl- 7l^sl # 

^st-'y (on-line) ^^1 ^1^1 (message )w ^5:S}-(encoding)^>^ ^ 
pj^H, ^^tl: ^^(code) SE^ 7l(key)» ^l-'?]-^! ^^S}-s:>c^ *fls.^v 

^ SiTfl ^tq-. o]^ 7^^, oj-j^o^ A>^^ ^J^^ ^ ^-g-i- -^^^^ 

^ <^^^ ^^<Hi ^^i7> ^ sm-. 

aJ^flS-, 7lSl ^^o]i4 ^^S. 91^}<^ 7.}-i[9] 7] ^^(plain 

text; <3-^Sf7> S]^] T^lAl;^])o|l ^ :^o_^} ^^^SfVi^. o] 

y^^6\]^ 7>Alol ^^^^V'a-^lt Ir^^l-ji 7.}^^ :^^^o]] ^ ^ 

1:^11^, 71^5] <a^VoilA-l 1: nflofl o^^y^ o_^^o^S.M] ^^^^J 

^i^llS, ^7>S]- 71 ^o] 1^21 :^o^ ^^^J- ol o.^ 71 J§ 

^^^}<^<^} ^ ^-S-^^^l ^^^Jtl- ^-f^l <^>7l^ ^ ^, ^ 

2]^>^ "^S.^^ ^1^^ ^^fl- a}-€fl^ ^S. SXt]] ^4. 

^^^Ir ^ ^^11 ^^1^^ 711^1 A>-g-;^>7> >^ ol^ 7]o:] 
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^^]^ ^-^"^Ckey back-up) ^^^1^ ^l^^V^ ^1^^^^ ^l^ 

tflS^ 'l]-^^ ^1^^ Al:^^5(key escrow system)^! cf . 

PKI 7ltiV^ 71 ^1^- cflS^ 7l#^A^ ^jl^Tflol^ 

(Netscape)^l-^ HflelAl-o] (Verisign)^!- ^ <?lHsl^H(Entrust 7l#ol ^s^yt^ 

^Cf. ol 3^1-01] Ai^, ^2fl PKI 7ltiVo^ 7]o^l3- Al^^Eflo] ^^1^^ ol«ll^>7l ^ 
^<>11^i 'S^f.V 3711 ^A>o^ 7l^^ ^MS. ^J^^7]S. tbcl-. 

-f^, PKI 7]^J:0] 7l^^ Al^^Eflo^ 7ji^l^ ul-^j2|- ^cf. A>^;^>(user) 

PKI 7l«Vol Aj..^^ 7]^EJ. Al>:Eflo] A^Hl^l- ol-g-^l-^ Tfl^ll- ^nl^M, A}^ 
^}7l- <a^A^ ^v^J^ A^^^ nfloll ^^1- A^t^-g- ^ oj-^^ ^5^^^r>o^ 
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^iwl^ ^i^l^l- <y^Ai (certificate)* ^^*S^l-7l ^^i^^ 
<a-^-g- ^J^A^ ^^^^ ^^^tl: ^l-§-^}l- ^<y#:a noil rfl^V 

^v^, ^14^ 4^^^ ^^><^ ^>-§-^H til-a^ll- «J]<^*>^ ^i^J-^><^ ^711 

^efl, A}^7.}o] 7] 4^ A] oil ^14^1- ^^^\^ ^i^l^ ^it^ofl 

711 71^^ ^1^^>^ 71^^ Aittl7} ^A^^Cf. 

^, ^2fl 7l#oi] cq-^ PKi 71^]:^ ^j-'^-g- ^1^^ ^1^^^^ ^>-§-^i-, ^^ 
^, 91^ 7l^Bl A^y^s} cf^oi 5-1^^ ^A^^-g: ^^lAS. fVcf. 

7lAi, 714^ Aittl^ 7l4^cHl ^^^V ^^^^ ^1^*>^ ^c:g4o]o 
S A>-§-^>^ 71^^ U-^o] 0.3^^ ^ 4^711 

KRAi, KRA2, - , KRAnS ^^1 ^^5] ji . 

^i^l^ ^1^^ ^ia^l- ^5^*1-^ ^'^J- A^Hl^l 

*>7fl ^cf. 

Sla^ ^sfl 7l^o11 a]-s. PKI 7ltiVoi ^T-^^-g- 71^e4- Al^^^Bfl , ^jl^9]]o] 

^1^ PKI 7]^J:9] 71^1^- Aj^Efl^ "^jl^^TflojH 91^ ^]^^^ ^'^^\ 

yi]^ 4.1(Netscape certificate management system administrator's guide 
version 4. 1)" httpV/docs. iplanet .com/docs/manuals/cms/41/adm_guide/contents. 
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Hla» ^>-g-^> A(10)^ <a-S-g- 7]\9lf] Sa^ PaS ^1^^^]- 

^>^^ 'a-:^^ 7floi?l SaI: ^]^^ ^iai(KMA; 13; ^^?11'^lH^><^l^i^ 

-g- ^7l]7l P,sf "t^l E.^iS^)m f-^ Aiwl(RA; ID^HI SlOO). 

olc>|x^, A-^tt^(RA; 11)^ A>-g-;^> ^o] ^sj^v A>-g-;^]-(io) 

f]^^^ ^^-c^ ^^-^^i^^] SlOl). 71 ^el A-^jH^KMA; 13)^ ;^>^s] ^^-g- 7fl 

SKtu# ^l-§-^l-<^ ^J-JISI-^ ^>-§-^>^ 7fl<y7ll- ^SSl- ^<^1 ^}^7.}$] o^^^ ^ 

7H7l Pa^ ^-§-5)^x11- 

o] -^o]], ^S.^^ ^l-§-^>2l 7l]^7li4 ^>-g-;^>2l oj.^^ p^y]. c]]-g-ol 

KMA ^ 

S. ^Jisl-^ ^ tH]olElHflo]>h(17)oil S102). 

^l^H^ ^itJl(KMA; 13)^ ^H^^ 7fl<y7l^ ihHH^-llc>:| *>^^-l1<>1 
^i^l-slc^ PIN# -i-«fl ^eol 7>^5->4. 7l^el ^ia1(KMA; 13)^ PIN# 
(m.n)- til^ ^Jisl^(^, m < n)-i- A>-g-^>o^ n7l]5l Sz]-o_^ 2:^nS ^<Hl n 

7fls] 714^ (KRA; 14, 15, 17) 7] 4^ ^'^^V^ 3ri] :e.s. ^i-5:5l-^]-<^ 
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1- ^, T-l^sl ^iwi(i3)^ A^tflCRA; ll)«^l7il A>^;<>s:| <a-^-g- yfl'?]?! 
S104). 

^H^i. ^it^CRA; 11)^ ^1^1^11- ^, 91^ M^iCA; 

12M7]] 1^^^ S105). o]o]] o]^ Ai«l(CA; 12)^ a> 

S106). ^iwl(RA; 11)^ ^I^-^il- A(10)^]7l] 

^^tVcl-C^^l S107). 

ilb^ ^2fl 7l#o1] rcl-^ PKI 7lti>^ ^>^-§- ^1^^ A]iEflO.^A^_ 
HA>7> 7flAl^>Jl Ol^ 7]^^ 32|.^jO^ O^^^ lJ|.H}ufl £Tgoli:f. ilbl- % 

4-§-^} A(10)S-^&| ^J-:^^ 7ll^-7]^l -S-^j(^7jl S120)^ 

-A^A ^ii^CKMA; 13)^ ^1-^^ 714^ ^3:^ ^^^<^] ^^f*]: ^o]] 2^^v 

^1-4^ ojofl rfl^ ^o] TjflA]^]^ 714^ ^ial(KRA; 14, 16)^] ^^WCcjTfl 

S121). 

^ n^:,^]^ PSWDi, PSWD2, - , PSWDn^ ^^^{Mk■, 13)<^1 <^]:€*>7fl 

S122). ^l^l^i, ^l^e] A-la](KMA; 13)^ m^^ 7] 4^ ^ialCKRA)^ afl 
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^1 71] ^1 711- ol-g-^H til olEi till ol^oll ^-I^^Slo:! SX^ ^}^^}^ 

-g- 7il<y7ii- ^^^vi=f. '71^5^ ^itJKKMA; 13)^ 'a-^^ 7i]<y7li- 

o>^*>7ll ^>-§-^> A(10)oll7ll ^^tbq-C^Tll S123). 

£2a^ ^efl 7l^<^l Tx^^ PKI 7] ^><y-g- ^]^^- Al^Eflo.sAi, tillE]A>o] 

^>7l- 7flAl^>Jl ^jo^i^ 4^^o^ ^-.^ q-E}^ till2^A>o]A}7l- 

7llAl§>ji PKI 71^]:^ ^J-'a^ 71^11- Al^^Bfl 71^-8: "Onsite Key Management 

Service Administrator's Guide", http: //www. veri sign. com^^l ^'Hl'S^l 7l^El«>l 5l 

:£2al- %l-2:^>^, tills]A>olA>S] 71^15- Aji^J^ iTll o] HA>o] 7] 

^4 A>-g-^> A(10)^ 7l1<y7l ^ ^711 71 7l3]-E] Aia^(KMA; 13, till&l^>^ 

^><^l^i^ 'Key Manager ^1^)7]- a^a^^].^ ^ o. o,^ ^].^ 014 o]^ aj-^^] 
^1 ^4. ^l-^^> A( 10)71- A-:|tt^(RA; ii)oil ^^-§- oi^A^ 

B-^^^-^i^^] S130), ^iti] (RA; 11)^ ^V-g-^l- A( 10)5:1 o>^-g- o]^A^ 

^^J^ 7l^El a-]h1(kmA; 13)<^1 ^^tt^C^^l S131). 

^^^1 -S.^^^ n^^tt 7mel A^y](KMA; 13)^ ^>-§-;^l- A(10)^ 

<a-^-g- 711 <y 71/^ 711 71 ^^1, 3-DES711- Aj^^tti^f. ^I'H^i, ^1^^ £11^^ 

(KRR; Key Recovery Record)^ 7]^^ Ir^CKRB; Key Recovery Block)^ ^ 
ol A^^^^cf. 714^ efl^:^^ = (P/^Z)olJi, 7l^^ (KRB)^ 
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= 3-DES 7lo]j7^ pRi^ ^l-^^>^ ^Jl-g- 7fl'y 

flojji Pkra^ fl^^ a-^b^krA; 14)sl ^7ll^loli:l-. 

^i^KKMA; 13)^ ^p^t!- = ^ ^14^^ 1:^^ 

^> 7l]'?I ^'t ^^iial- ^^^1 c11olE-1yflol>,(i7)oii 7.]:%^;v ^, 3-DES 4i7l^Vc|-. 
ojo^A-i, 71 ^s] A-iB](KMA; 13)^ A^tHCCA; I2)<^]n ^Sl^^i 
-S-^^^>Ji(^7il S133), ^itHCCA; 12)^ 'a-^-g- ^^^il- ^^^tt ^ 71 

^el A-^tH (KMA; 13)^^1 ^^^cfC^Tll S134) . cjH^^, 7]^^ a^w1(KMA; 13)^ <y- 
711 <y 71^1- ^^3:-§- <?I#Ai^ A>-g-^> A(lO)<^l7ll ^^*l-7il ^^^Vci-. ^s^ji \+ 

£2b^ f^efl 7l#oil ttl-s pKi 7ltiVo^ Aj.<^^ ^jo^Ej- AliEflo.^A^, wflsl^l-oi 
A>7> 7llAl5:>j7 7l4zfL ^^^o^ o^^^sl M-B]-^ S^olrf. i2bl: 

*>^, A(10)7> A-^H^(KMA; 13)<Hl7ll °AS.%- 7llol5'l ^ 

^i^}^ ^^(^711 S140), f]^^ A^tH(KMA; 13)^ c-llolBlHllol^(i7) ^ah^ 
^>-g-^V^ -71^^ ^^Jltl-i^(^7ll S141). ole^ev ^<^^ ^^^\7] ^sflAi^ 

¥ 7l ^Sl A-^tH ^<^^>Sl PINol ^^*>4. 

714^ 1-5^4 714^ A^jA^l- 714^ a.^»1(KRA; 14)oll o]:^^>7ll ^ 

^*Vcl-. 71^^ A^tt^CKRA; 14)^ 714^ A^jA-^S ^^t-V ^>^^ 7ll^7m o] 

-§-dH 714^ #3^^5.^E-1 3-DES 711- ^^Sl-tVtq-. 3-DES 7l^ 
A-li5l(i3)<Hl ^V^^VtII 

71-11 



'^l^^i, A-^ttlCKMA; 13)^ 71 A-^Bl(KRA; 14)S.^B^ ^^^^ 3-DES 

^^«]-7ll S144). 
£3a^ 7l^oil 14^ PKI 7lti}o^ ^^^^ AliEflo_^A^_ -yjESii 

SAl-7> 7flAl§>51 cl^ 5-10^34- o^^^El ^#1- M-E^-^a ^igolc}. ^Efl 7] # 

^1 <y:Ee:] >;EA>7> 7flAl^}j7 01^ 7]#^ "Administering Entrust/PKI 5.0 on 

£3al- ^^-S^l-Tg, A(10)^ A-]til(RA; ll)<>1l7ll <a-S-g- ^^a-] 

^^^tti^c^^i S150). ^^ Aiu](RA; 11)^ Aj-g-^i- A(io)^ <g-s-§- ^#A-^ 

^^j-i: A^wlCCA; 12)<H1 S151) . , -S-^^ 

^ o]^ AitH(CA; 12)^ Al-g-^]- A(10)^ 'a-ja^ 7l]^]-7l ^ ^7l]7l A^ 

^>^^]-^ ^^-g- 7l]^7]/^7fl7l ^>32l- <?I^A^^ CAST-128 3-DES ""^Jl^ 

^T-^^S-H c11olEitillol^(i7)<H] ;^i^V^cf(c]-;^i S152) . t!:^, a-^ 

(12)^ A^W^dDl- :i-ufl(^7ll S153), 7fl<y7l^ 'a-JS-g- <a^Ail- oV^^lTll 4 

%A haQ>)^]7\\ S154). 

i3b^ ^£fl 7]#o11 PKI 7lti>Sl ^J-^y^ 7l^E4- Al^BflO^^A^^ ^HSi^ 

HA1-7V 7flAl^>51 01^ 7]^^ 2f;^^2l ^^^5^ l^-E^vfl iigojuf. £35* 

^1^^ ^]^^^^ 7l^^l- ^*>o^ Al-g-4 A(10)7l- ^s. Aiti](RA; 
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^9] ^J-:^-§- 7^<^^f]9] 4^1- ^^^>Ji(^^l S160), ^itHCRA; ll)^ ^}^^} 
A(10)Sl 7fl<y7l 4^ A^^^ 91^ Aitt](CA; 12)<:'ll7ll S161). 

^^^o] oi- A}^7.}o] oj.^^ 7fl<?l7'll- 4^Sl-t!:4(^:^l S162). *V^, 4^ 

^ :a.<ib ^^^-!j<=Hl ^42^- ^ ^l^^i, 91^ ^ia^CA; 12)^ 

4^^^ A>-g-;^> o^S.^ 7ll<?l7ll- ^4 ^i^KRA; 11)1- -i-^K^^l S163) A>-g-x> 
A( 10)^^1711 ^4^«]:cf(c1:7jl S164). 

^l^oHlT-i, Cfli^l ^Hfl 7l^S7.i ^jli7llolHA>, Hll5lA>o]A> ^ ^He^:^HA> 
^ PKI 7]^2] 7]^^ -^^^nSX^. H^^, HflS^A>«yA|.S]- OlHe^r^ 

SA>o^ ^-foll^ A>-g-;^>7> Ol-Vl 7]^€\ ^ ti] 7> A>-g-^> 

^ <a-:£^ 711^711- A^A^^l-^l S]^^^ ^14^ 4^^oi 0>Vi -7l^jA^ 4^jo]lA-l«Ei A> 
^^>s] oj-^^ 7fl^l7l7]- ^l3^>ofl ^^I^o] olcf. 

StV, f^efl 7l#^A-l i^>-^]o]HA> S-^^Sl ^^-£1^ 7]\9l7]S\- ^711 

cfl-§-^^^ ^A>^>71 ^t}c^ ?l^e1 AiiJ^o^ ^^-g- ol^^>o^ A>-g.;;^>o^ 7fl 

^i^l'^lTll 7fl<y7l7V ^^o] £A>5^J1 o;iT^_ 

^1^^], ^^7llolHA>af <?lHsi^HA]- H^^sl a>^;^|-s] 7]^ ZL 

* ^^^}^ A-^tt]^ 3f3^ 7l(vJ1^5^1ol^Al.o^ 7l^Sl A^l^Sl ^-l^V-g- 71, ^ 

B£i^HA>S] ^4-^ o]^ A^B^o^ CAST-128 3-DES 7])^ <a-^Sl-£lo^ cHojEitifl 
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4:£^*b 3-DES ^11- f]^^ ^^^<^]7]] ^**>7l ^t}c^ CRS 

(Certificate Request Syntax) oj^g^l-H-S., 7] ^i^l^ CRS 

« ^^V 711- ^J:^^>711 ^e:1*>c:^o> ^1-^ «-T^o] oiq. 

^7l^^^ tllolEiyflo]^^!- B^'^^o.^M] ;^Vofl 3l-§-A^( fault tolerance)^ 

£l7l ^Cf. 

^ ^^^^ ^11 7]^^ <g^o] £]igA-:| ^^^jo] 

f]^^ Aj^Efl ;^l^^>^c-11 014 

-g- ^^^^ ^12 ^a-'a-S- 7l^^ Al^E^O.^ ^-f #A^^§ ^ 

§}o^ 71 tffl<^ 7l^ ol^lo]] PKI-^i^J A-lwl^^sl- :^7l- A^yl^i- ^1^^>^ 71^^ 

^]^^-^ ^l^^l-^dl 9X^. ^7lA-l, PKI-S^J Aiul^e]; oio^ #51-010]^ (client) 
EiDli^oflA-^S 3i)>h^^JE.(password)l- ^l-g-^>^ al'a7ll- tfl3l«>^ (download) 

=1 oi-g-^vo^ ^}-^^}7} PKi 71^1: A-^ai^i- oi-g-§>:£4 t}^ 71^s.a-^, 

91^]"-^^ «:^<^l^i ^l-g-^HMl ^si^^^ ^l^^lTil ^tq-. 
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^ PKI 7ltiVo^ 7]^^ ^ ojinf. ^, ^ i^v,^^ ^y^^i- 

714^ A^J^l t!- ^l^si ^itt] ^ "^s. 

% 7fl^7lo1] ^ 7l^B}- Al^Bfl 7]^^ ^1^^>^t:-1] -.jL o;irq-. 

7l^lJ- 7]^^ ^1^^>^C-11 ^<^%- 71^15- Aj^Efl 

^^7]1 Ajo]] oXo]A^^ 71^^ ^iHl ^1<^1 Ois.^ ^^^\7] ^<y- A^tfl 

^o^_ 71^5:) A^U])!- ^o] ^-g-^o] ^ ^ 

<^7]^], ^ ^^^^ ^14 wl^A^^ ^l^^m^-ll ^tq-^-^ 

f^^v Aitf|s] ^ ^7]^ 7l]<y7l( long-term private key)7> ii^^cfji sj-D^e} 

i o]^ol o^E}.^ A>-g-^|. 7)0] oV^A^oll cg^t^ nj^l^] ^n]^>^ ^^S^i , 

Aitt^o] f]^^ A-^t^l^ o^H^-s]^ Al-g-^>o^ o^^-g- 7l ^^^7} ^#5] 

^ ^^^^ ^15 ^ol-7l ^12 ^A<^] -^7HVoi, 71^51 AiW^ ^ 7]^^ Ai 

(blindness)ol ^j^S]^ 7l^li- Ajiefl 7l# ^ ^l^^V^cfl oiq. 

^ ^^^^ ^16 Aj-7l ^^ofl ^7]-^>a^, $1^ ^l-g-;^> ^ 

^7lo11 C]1t!: 7>-g-A^ol ^cflSlJl, 714^ A-l^V :%^o\ ^J-ofl 71^0] ^ 

5]^ 71^11- Al^E^ 7l^^ All^^>^i:-11 ^cf. 

^ All7 -^^^ -^1-71 7^12 ^7]-*H, r5iHB?-ll<>i^^S 7|- 



71-15 



IJ- Aj^Eflo. ^T£]ss^(tan,per proof)!- ^1^^}^ *>^^flo:|S ^l^£]c>|o> ^^]^, 
^ m ^oMl^ 7l^^ Al^Eflo.^ ^ 

9] ^^o]M]X\7} ^ti]^ S.^^^^ ^li^^ 7]^^ oltq. 

^ ^-i- «oM*l-^ 7]^^- Al^efl 7l#-i: ^l^^>^cfl oit:^_ 

^ ^110 ^d-71 ^18 -^7>^H ^^^^^ «oM^ $1 

^ Al:^Efl 7l^o. ;^l^^l.^c-1] ^Icf. 

^J-7l ^^^^}7] ^^><^, ^ ^^^^ PKI 7]^B] 7]^^ Aj^tflo;) 71^ 

IJ- A-ltiji^ ^l-g-^m ^>-g-^|-7|- oj-j^^ 7fl<tl7l/^7fl7l ^V-i: ^5^^^]-^ ^7^1; 

^>-§-47l- n7^9] 7]^^ ^^9] ^7]1?1!- ol-g-^>c:^ 7]^^ ^3^j^>^ ^7^]; 

^oM ^\^7]-7\ ^J-71 71^^ l:B^2f ^7fl7l# A-^Wl<Hl ^^^1"^ ^7^] ; ^^-71 ^ 

^ ^iWl7> -7]^^ ^^H]- ^7^7]t 7]^^ A^W^ollTll ^^*>^ ^7^] ; ^j-y^ 7] 
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^S] ^^v]7} ^7] 714^ 1-3^^ (m,^ '^^^^^i'^, m < a )^ 

^}-§-*}^ ^ 7115:1 ^Zj-^S- ^, ^y-^^ 2:4^ ^>-g-^>2l 7flol -^^ ^jiS]- 

^^1 ^ 7l]o^ C-llolE-ltillol^^ol] l^^o] ^^T-^VjI, 714^ l-S^^ ^7l^>^ 

^^1; ^J-7l 7l^s^ Mn]7} ^4 ^i^l^lTil <a-J:-g- ^^Mi- 

^711; ^1-71 ^4 A-1tf|7> o]^ A^Wl^lTll ^7] o^S.^ 0]^A^ ^7^1- ^1 

Al^>ZL ^}-%-7.}9] oV:§:-g- ^711 7H1 i:lltl: 'a-^^ <?] #7.-11- ^^j^r>^ r^^]; -^^7] 91^ 
Ail3l7> -a-S-g- <y#A-ll- ^v^^l-:iL, i::l=JlS.£l A^ttlcll ^o^7l oj-^^ 0]-^^ 

1- ^7ll*>Zl >a-7l 7.-1tilo1l7ll ^^^1-^ ^711; ^ ^V7l -f-^ »1 71" ^l-7l ^^^-^ 

A>-g-xHl7ll ^^§>^ ^7111- i^Sm PKI 7lti>^ 71 Al^Eflo^ 

71^]:^ 71^1^- Al>,B^o^ 7lAjAj ^ 71^1^ 31-^^4 7l4^ :4^^ # z^z^ i4a 

£4al- %l-^*l-^, ^ ^^HHl rcf^ RSA yl^Vo:] (n,n) ^J''^^ 7l 

VER^ PKI-S^J ^itil^^l- ^i^l^^Hl -^^^ A^ sfl 
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^■9l^}<^]^. KRB^ A]-g-^> A<^1 cflfl- ^B^^ M-El-^i^. °] 

"^^^ ^oMltt ^^<^1^i (ei, Ni)^ ^iHl(KRAi)Sl <y-^-g- RSA ^ 

7fl7lol4. 1?]:, Ni < N2 < - < N, < - < Nn<^14. di^ ^li^i^ll ^1^^ ^i^l 

(KRAi)Sl RSA 7fl<y7lolc1-. 

A>-g-x]- A(10)^ ^1-^^ ^^S.^ 7fl<y7l/^7fl7l ^(PRI, PUB)^ ^3^^*>:a, A> 
-g-;^!- A(IO)^ KRB# oVEflsf ^^1 ^5^^*><^ PUB4 ^^1 :^itH(RA; iDo)] ^4^*1: 

^(^7]] S201). ^>-g-^|- A(10)^ 7fl<?l7l PRIS sfli^^JB PWD^ •y-ssj-t!:^. 

^, c = E,^CJ^Rom n^^r}:^. 01 ^^i, A]-g-^|-^ ^>Aiol ^^>^ 7]^^ 

7]^^ ^7l]7ll- 7>^lJl ^J-^Sl-l- *>7ll 5]n^, KRB^ JfRB =(•■•(( C'mod.V,)'' mod A- )•■•)'■ mod .V„ ^ 

^^S^Ei cf^l i4a# ^1-^*1-^, ^^ ^^^(RA■, 11)^ 71^5^1 

7>iwl(KMA; 13)'=>\]7]] KRB^ PUB^ ^^tF^l-C^T)! S202). 

7l^s] A^tHCKMA; 13)^ KRBl- (mj m < 

i )^ ^l-§-^H H 7flS Sz]-^ ^, KRBi, KRB2, - , KRB^^ ^>^^}^ 

7flol i 7^9] c-11 o] till o] DBi(21), DB2(22), - , DB« (23)<^1 

^ ^iHl(RA; ll)<^l7il oj-:^-g- <y^A-i ^7Hi- 

S203), T^ittlCRA; 11)^ 7>^i^(CA; 12)oll7ll 7l^s:i a^u^ckmA; 13)^ ^y-s 
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-§- 91^^^ ^7H# :f , A>-g-;^|. A(10)^ <y-:£-g- ^7fl7l PUBofl ^J- 

-y^^il- -S-^^*l:^(^^l S204). 

^itf|(CA; 12)^ <?l^Ail- it^tl: ^, ^n^^ A^ttl(19)<^l 

A>-g-;^> A(10)^ ^i-s-g- <y^Ail- ^ym^i^a^] S205). Aiw^CRA; ID^IItII <y- 

^-g- ^^^il- S206). ^]<^^^, Aiwi(RA; 11)^ a>-§-^> A(10) 

■^1 'a-S-g- -y^^il- ^^^^i^^] S207). 

£4b^ ^ ^^2:1 ^^HHl 4^ RSA 7lti}S^ (n,n) ^^'^-g- ^1^^ 
Eflo^ M-^^ £Tgoltq-. £4bl- ^^*>iS, ^}-^^} A(10)^ 7l 23-5:1 

^iw^CKMA; 13)<^l7fl 7]-^9] ovji-g- 7fl^7l S210). ^ ^^^'^l 

71 ^Sl A^tHCKMA; 13)^ A>-g.;^} A(10)1- ^<ytl: ^'^] o] Ei afl o] ^ ^^J^^ ^ 
*M A<=>11 ^ 7H^ 7]^^ 1-3^ 2:2]- ^ m7]]5^ 71^^ 1-3^ KRBi , KRB2, 

^ ^^o^i 4^ oj:^^ ^Aic^i5.Ai, 7l^e] A^wKKMA; 13)^ 4^ 4^^^ 
*M A>-g-^l- A(IO)^ <y-S5l-€ 7l]<y7l ^v^,_,c^ye/)l- ^, 
tHCKMA; 13)^ ^^Xblind factor) r(^, 0 < r < NJ* ^^*>7l1 ^i^tl: ^, 

KRB'-i: W = ™. (...((/■ mod A'/' mod A^,)-/" mod Af„^ ^^S^Ei ^l^>*}oi , "^S.^ 

714^ A^jAi^ ^^^] ;^ln«i^ll 5^14^ A-lHl(KRAj^l7ll ^^?V4(^^1 S211) . 

ol^H^i, ;Hl(n-l)«i^ll 714^ A-^w^s^Bl 714^ KRAn-i, KRAn-2, 
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- , KRA2, KRAi(^7^1 S212^Ei S215^}^])^ ^^^S. ^1^1^1<^1 i:fl*fl ^}^^ 

7fl<?l7ll- o]^^}c^ ^^3^1- oil- tq-A] ^^^S S.^^}^ 

1] 

i^n^ 3] 

KRA-^ : K:RB\^^ = (^KRB \-^^)^ ^ mod 

[^t^-^ 4] 

: KRB\,^ = iKRB\^^''' mod TV^i = E,.^,^iPRr) • r mod 

^ll^^fl ^i^KKRAil 14)^ KRB'(i)^ 7ll^>§>a^ A-^tt] 

(KMA; \V)<^n cfA] ^^^Vtq-CcfT^j S216). 7l^E^ ^ittlCKMA; 13)^ 

KRB'(i)/r mod Ni-i- 7il^V^>o^ c c = ^^^^ (i'i^r, ) 1- 

^l-§-^l- A(10)^ 2fli^:i:c ^o]^]-^ ^;^l*b 7]^h^ Aiu^CKM; 13)^ 4 
^\^A A(IO)^ ^^.^^ C^^?^» 7la]: 4^5.^ ^l-g-^:} 

^ ^^^l-Tll Af-g-^V A(10)^l7fl S217). 
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7laVS] 7^V^121 71^1]- Al^eflo^ ^ ^jo^H^- ^^^^ i4Ef^H 

^ ^ ^Vt^o^ ^Ajc^loll TX).^ Aj-c^^ ^jo^H^- Aj^E^o^ ^l-§-^l-^ '^^^^ 

6]]A] ^ ufloj] :^yX]o^ 717]- M.^sl7^i4 7l7|. ^::^^7.] o] Af-g-^Hl ^ 

3^ 9Xn] ^B.^, ^n^^ ^}-%-^}^ -7]^^ cilfV ^J^A^^ ^^^V^ 

=1^]^, ^j-^-g- 7i^i|- Ai^Eflo] o>Ta tfl^ «oM 71^-i- 7J-^1^ 

7} 71 A^tilollTll ^71] S]^ 7fl ^ 7l h^%S. 9l^}o^ ^}^^}^ S.^o]yi\A]^ 

^-21-A^, ^ ^12 ^Ajo]]^ ^<ffl^S(cut-and-choose) 

^lAls:>ji £51- A>^;^> A(IO)^ s7l]fi^ 

= PWDj(^, j = 1, - , S)l- ^5A^*].J7, o]6\] cfl-g-^}^ s7flSl Sfl:^^^^ ^o]^> 
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VERj(^, j = 1, - , s)S -71^5^ ^iwlCKMA; 13)^1 (1^3-7^1 S221). 

A>-g-;^]- A(10)^ cy-^-g- 7l]<il7l/^7fl7l ^l-(PRIj, PUBj)!- ^S^^tb^. 

^, -^>^^1- A(10)^ "^-Jl-g- 7fltl7l PRh. PRI2, - , PRIs^ ^7l]7l ^ PUBi, PUB2, 
- , PUBsl- -^S^^tVi^. o]o]A]^ ^}-%-^} A(10)^ 7fl<y7l PRIjl- 3rl]>,^4:E. 
PWDjS <a-^^*!:i=f(^, j - 1, - , s). 

<^l7>i pwD# o]-^^ o^^^. 31}^^^ ^*|*>^1 ^^4. S7fl^ 714^ 1-5^ 

(KRBj)^ KRB.^ 0-aC/' mod NO'' mad mad ^l-g-^f^ ^^^^^V'^, ^ 

7fl7l PUBj(^, j = 1, - , s)^ ^4 7.iwl(RA; iDcHl ^^fVcfC^Tll S222). 

S7B^ KRBjl-(^, j = 1, - , s)^ PUBj(^, j = 1, - , s)* ^^tV f-^ 

Bl(RA; 11)^ kl- 1 < k < s2] >a^*>^ 7«>^^Hl7ll 

5223) . ^}-%-^} A(10)^ KRBk# ^1^1 (s-1) 7fls^ ^-^^1 KRBjl- ^^(open) tl-i=f . 

^, PWDj, PRIj(^. Vj ^ k, 1 <k < s)* ^4 A-]al(RA; 

5224) . 

2:^*1-^ 7>^*}7fl £H, ol-g-^V^i tilcfls)-^ yj-^-^-^ ^71]^ ^ 
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9X^. tl:^, -^V^^V A(10)^^Ei k^d\] cfl-g-^ KRBkl- 4^]^ (s-l)7l]^ 
KRBj# ^itilCRA; 11)^ PRIjS]- PUBj^ i:}]^^^ ^ KRBj^ ^^^^^^ 

^-a- ^>-g-*>^ ^-^l^^i"^, Vj ^ k, 1 < k < s). 

.Kr^te^ =2= (. -CC C^"' mod TVj)"' mod TV^^- mod iV„ 

Vj ^ k, 1 < j < s) 
^^7l T^rT^lcHlA-l PUBjS] c^l-g-A^ ^ KRBj(^, Vj ^ k, 1 < j < s)^ 

^^^^1 ^^s^ig, j = k9i ^^<=>\] ^n^^^ ^^^^ ^ ^j^^^^^l ^-^S ^ 

^S>Jl, ^itiKRA; 11)^ 7l^El A-jtt^(KMA; 13)o1l7ll KRB = KRBk^ PUB - PUB^^ 

^^^^■(^n S225). ^7^1 S226 ^Tj] S230^ ^ ^^^1 ^a]o^]o^ 

7lti>^ Al^Eflo^ 7l/5>^^ ^ s].^^^ x4H}vfl £Tgol4. ^ »V 

^tl: ^J-^]^ ^1:^^^!^ ^^l^l-Ji;^> ^1-^ , ^j^s] a-^ij](kmA; 13)7> A>-g- 
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# S231). ^i^KRA; 11)^ f]^^ ^^tt^CKMA; 13)<^]n 4 

^1 ^^t!-4(^^l S232). y']^^ ^]^i¥MA; 13)^ ^>-^^> A(10)Sl 'iJ-Jl-g- 

7fl^7l/^7fl7l ^V(PRI, PUB)^ -^5^^*}^, l:^(KRB)-i: ^l-2fl5} ^o] ^^^j^V 

o^, t-11olEiwflol>,(21, 22, 23)<^1 ^i^>^V4. 

AiiH(KMA; 13)oim ^>^^1- A(10)^ PWD7> Aj-^c^] ^cfjL 7>^^^>cf. o] 

Ai, KRBl- <^M^ 6^ ^l-S-^}^ 7^1^V^V4. 

l^n^ 6] 

ICJ^iJB = C - (iC<^^' mod TV, mod .^V^) • • j'' " mod 7V„ 

7l^E^ A-]tt]{KMA; 13)^ (mj )-til^ ^'^L> m < « )^ 

4^^}<^ KRBl- H 7fl^ S^^S. S^^a z]-z^o^ sz}- KRBl, KRB2. - , KRB« ^ 

^>-§-^>^ 71] ^ 7flsl c-11olE-lHflol>^ DBi(21), DB2(22), - , 

DB, (23)oll M-¥^ ;^n^tb4-. ^^1, ^S-H]!^ KRB^ 

o]o]A^^ ^ ^v^d]] 4^ a^w](kma; 13)^ Aitf|(RA; iD^flTfl '^J- 

^-g- -a^^i 'i--^ ^ (c, PUB)1- ^^3r>ZL(^7]l S233), -^^ Aitt](RA; 11) 

^ ^ia1(CA; 12)<^l7l1 7l^s:i Aia](KMA; 13)S^Bi ' ^y-^-g- "^l^^i 

^ ^7H'» ^l-^l*>i A(10)^ -y-^-g- ^7fl7l PUB'^] c]]t!: ^^-g- 'el^^il- 

-a-*j^>4(^7fl S234). 
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^l-^^l- A(10)S1 ^s-g- ^7l]*>Jl(T=^7^1 S235), ^itilCRA; ll)<^l7ll 

^j-^-g- ^^fvcfc^Tji S236). p>^i^T-^s, ^^ ^itf|(RA; 11)^ 'a-^-g- 

C* ^}-%-^} A(10)<^l7ll ^^^T^i^A] S237). 

^ ^l^sl ^^yi]7} A>^^> 3ifli^^:^o]l cfl^ ^^(dictionary attack)^ ^*fl 

Al-g-^l-o^ oj-^^ 7flol7l pRi^ ^^^v ^ olt:^ 

^ ^"^^ 43 y^4^ ^]^^^ 7]^^ £4b<^l i^-Bl-^ 

^l-A]ol 7>^lJl A>-g-^>o^ o]^^}c^ ^>-§-^l-^ <a-^-g- 7fl<?l7l PRIl- 

A>o] 71^11- ^]^^ 7]^^ B]3IL^}^^^, ^ li-^o^ ^^1^ ^^^^1-71^ tVt:^-. 
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14-5]^ A>^^Vo^ 71101^1^1 ^^^^^^ ^^*>7l ^^>oi ^<?H^^ A'^O] A>^S.l 

^7flo]^Al-0^ ac^o^ ^^<=il£ ^^5]^ 7fl^7]Sl- ^7l]7l5] cfl-g-^^^ ^^>*>7l ^ 
^ C-llolEi4^ ^4^-§- 7lS ^>-g-^>^ 7fl<y7l7l- 'a-Jlsl-Slc^^ ^4^2] 7] nfl^ 

o]l 7l4^ <^l-\d 7]^1J- oif^^oflA-] c-flolE-l 4^ ^Sl;^>':H]7ll 7l]^l7l7> 

71] 

a*!:, ^-g-A^ ^ S]-^ ^wj-^l: yl^A^T^^l ^'^^iS ^ ^^^^ ^5fl 7l^<^l 
wl^>^ ^^1^ -S-rtl- 3X^. ^, ^ji^TflojHA}^ ^lHai:iHA> 2. 

^-f, ^>-g-^l-^ 71^ ZL 711- ^al^r}^ A-ltS^o] ^^7l(v^^7flol^A>; 

c-HojEi 4^ ^s]:^]-^ ^i^^-g- ^1, 91^ ^1^^ CAST-128 3-DES 

7l)S. 'y-JlSl-Slc^ cIlolEiHllol^oll ;^-l^>S)H.^ ZL 7l» ^^^j-Tll ^h:1^1-o^o> 

^1-^, ^l^^l ^7ll£lT^ CHlolEiHllol^ol] 7i^Vsi A]-g-^>o^ <y.^^ 7fl <y 7l ^ 

EE*V, tiflelA>o]AVo^ £c^o^ ^-f<Hl£ 714^ 714^ l:S^o.s^Ei 4 
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^^*V 3-DES ^11- -7]^^ ^>^*>7fl ^4^*>7l CRS oj-g- 

^>o^o> ^t:f. trI-Sl-Ai, ^l^S^ ^itH^ CRS 5.SS.^-a: ^t!r 

tiVi^cH], ^ 1-51-^:^ (blind decoding)^ n^^S^V'^ ^1^2^ 

W]7l- ^£5] o].^^ ^7l]7lSl- 7fl<y7]l- ^5^1- ^^7> ^^S^l 5]-^ ^tij- 

^> wm^^ 7]^* ^l^m ^ ^Cf. ^ ^^^^=^1 7l^HV Aj^Eflo^ A>^^> 

^ ^>^^> ;^>^^^1 31|]:^i^^:E.£ oJ-^5l-5l<H 5I^:B£, A>-g.^}o] 

3^^^^ ^91^} '^l-i- 7>;^lJ7 ol^ y]^^ A-]al^ 7]^^^^ Sf^J ^ 4^ 2|-^Jo1]A^ 
A>-g-^>^ ol-j-^ 7l]<a7ll- <t<^>^ ^ ^4. atl-, I:e1-<?1- ^3.^ 7]^^ A>-g-^} 

<a-:£7l 4^ ^o^it!: ^14^ Ai-g-^> ^^^1- <^^vo}^i 

^^>tl:^-. ^, ^2fl 7l^<:Hl IX}-^ ^i?fl«5lH7<>, A]-0]Al- ^ <y :e A> S:) S- 

S ^£ 91^^, C-llolEiHfloliol] X-l^V^^S^ §fl7j ^^71- ^ 

tiVTgofl^ ^^^<^1 71 ^li- Ai^Eflo^iA^ Aitt^^ A>-g- ^1-0:1 714 

^ ^j:^-!- ^-tt '^^^el^^ ^>^^>^ 711^ CflolEiHllol^ofl ^A>^fl 

^1-^S, i:-]lolE-lWllol>,o^ ^>ofl ^-g. 71 ^1^5rl-51 ^^ ^S.^ ^ ^ 
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^o\] ic\-^ 'y^Jlt!: ^^I'^lS.A-l. iS-sflElti. ^l^cH (proactive secure) wl^ ^ 
JL^^^ ^^t}c^ <'J:^^^^ 9X^. 

^ "How to withstand mobile virus attacks" (1991\i£ ^MO^} ACM ^i^j-g- 
^1^ ^151^ ^^1 ^161^)^1 9X^. 

y]^^ 1994 Id <?ln^:ii(NIST)<^l ^Sfl FIBS PUBCFederal 

Information Processing Standards Publication)^ "Escrow Encryption Standard 
(EES)"1- ^ SX^. 

PKI-S^J A^til>,7V 7V^^>£^ ^^V^ ^ ^^1^ ^wl^Vt:]-. ^ ^^^<=H1 4^ 

cUtV^^ /H110-2000-0071859^<^1 7flAl£]o^ oi^ .rsA ^7fl7l ^^-^ Jl^S)- 

^ 7J-^]^ 71^1]- Aj^eflo^ :^^6\] 7l^s^ A-^al^ A>xi 
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o^tiV^o.^, 4^^^>^ n^^^l-^ t^^-l[^(Diffie-Hellman)^ ^1 
^ oj^^flAi ;^>Al^o^ =L^]^, o] nfl ^}^7\£] ^ ^7lSl 7fl 

7l^^o1lA-1 ^^171- 5]^ ^-g: 7] ^> ^]^V ^^lol4. 

^ ^ SI 1=1-. ^-11^71 ^tifl 7l^<^l rfl^ x>S^ 1995id 

;i^^7-l till 2flli(Springer-Ver lag) #^^>7> ^Zt^ ^ "Advances in Cryptology 
-Crypto 95"^ ^1197^ ^^^1 7^)207^^] ^^$X^ "A key escrow system with 

warrant bounds 7flAl£|o) 01 q. 

VER^ PKI-^^J ^iw]:^^ ^^>o^ 7l^el A-^u]oli ^^sl Al-g-^> A^ ^ 
t!-^, KRB^ ^}^^} Aofl t:flt!- 5'!^^ ^Bfi^fljl, 
P = qw + 1^ ^^sr}jl, e w^ -R-<a^K smooth) 

q-E^uflc}. atb, inf-^ ^Al^^olji gO] ^]-^^ order(g) = ql- ^>^*V4. 
ol*>, ^^^^ ^Mltlr ^^^^l^i (Xi.y;)^ ;^1i^^ll 7]^^ (KRA; )Sl oj.^^ yj ^ 
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5l-^^> 7lti}Sl (n,n)-^l-'a-g- Al^Eflo^ ^l^jAj ^ ^jo^Hj- q.^}^ £ 

laolcf. £7al- A>-g-^> A(IO)^ ;^>^^ 'y-J^-g- 7fl<y7l/^7B7l ^>(PRI, 

PUB)^ ^5^^^>J1, KRBl- ci>5fl4 ^o] A^A^srVo^ PUB3|- ^^^1 -^^ ^itH(RA; ID'^I ^ 
S410). 

^^i, A>^^1- A(IO)^ PRIl- ;^>^^ PWDS ^^-^5^-^1:4. ^, c=£-^^(i-iio 
1- T^l^fVtq-. o]o]A]^ 1^+^ zl- 0 < z < qSl i^^^lAi ^iflt!:^. ^tt, KRB» '^V 

7] 

ATT?^ = (C, C^) = Cs" mod I> , C • <^y^ • y„y mod 7>) 

^i^lCRA; 11)^ ^msl A-]Bl(KMA; 13)<^l7fl KRBS} PUB^ 
(^7^1 S411). ^iwl(KMA; 13)^ (mj '^Jis]#(^, m < 

i )^ ^>-g-^>^ KRBl- i 7flS SZ^^H ^, 4z]-2l SZ|- KRBl, KRB2, - , KRB, # A]-g- 

7fl^i 7flsl cllolEiHflol-^,(DBi(21), DB2(22), - DB«(23))<>11 

ojo^A^, 7l^e| Aitt](KMA; 13)^ ^^ ^it^CRA; ll)<^l7ll '^J-^-g- <?l^Ai ^ 
^ ^7H'l. :5i#*)-rf(c5-^i S412). ^ 14^ ^\^m\ 11)^ 'il^ 

SICCA; 71^5^ ^iiilCKMA; 13)sl "a-^-§- ^^^i ^7M'l- ;^lAlt!: 

^, A(10)S] ovj:^ ^7fl7l PUB<H1 cfltV <a-S-g- <a#Ail- -^^^tl-rf(c]-^i 
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S413). 91^ AiH^CCA; 12)^ ^Jl-g- ""^^^ ^, i^^SSl 

(19)^1 ^l-^;^> A(10)Sl oj.^^ ^J^^il- ^7ll*>Jl A-^Bl(RA; ll)oll7ll <y-:£^ 

^^t!:i=f(^7^1 S414). p}xlni-o.^^ -s. A-]ti^(RA; 11)^ ^^-^-g- 91^^^ 
« ^>-§-^> A(10)<^l7ll ^^tti^C^^l S415). 

t:15x1-^^V 7lti}^ (n,n)-^J-<^^ ^1^^ Aj^tflo^ 7] 4^ 4^^^ 4e}v£ jct^o] 
1^. £7bl- %i-S^>Ta, ^>-g-;^> A(10)^ ^]^^ ^i^lCKMA; 13)'^l7fl ^>^^ 9^S.%- 
7fl<?l7lsi S550). ^ ^^-^l 4^ x^B^ (KM; 13)^ 

^>-g-^> A(10)l- ^^tl ^, cIlolE^Hfl 01^(21, 22, 23) ^^}'^ ^}-§-^> A(IO) 

'^l tfl^V z 7flSl 1:3^ 2:zv ^ n,7flo^ 714^^ 2,z^ KRBi, KRB2, - , KRB„ 

*1r^, ^l^&l A^tJ^(KMA; 13)^ 4-8- ^^^^ ^^f'^ ^>^^> A(10)^ 
^^^^CJ^J^^ ^^^cf. T'l^l^e] A-]ul(KMA; 13)^ <y^>(blind 

factor) r(0 < r < P-1)^ ^, Ci'l- ^1^*><^ '9^±^ 7]\9l^] ^■ 

^ ^^j^i'Sf ^7?\] -7]^^ Aitt^CKRAi, KRA2, - , KRAn)^l7ll z]-zi- ^^ttcl-. 

^7lA-], Ci'^ C/= C,-modP^ ^^l7> z]-^^] ^RA.- 

c."o,= cc'.y' mod 7^lA]-§i-o^ a^b](KMA; I3)<^l7fl ^4^f!-4(^, i = 1, 
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- , n). o]o]A]^ Ai»l(KMA; 13)^ c,/cc/\,,.cr,2, c,vp-"-mod pI- 

k{lO)9] m^^^ ^<'AA% J'l^el A^tt^CKMA; 13)^ 4 

T:]2]-^nl: 711^^ (n,n)-^J-^l^ ^1^^ Al^Eflo:] ^j^J^^ ^ =.]o^iJ- ^^^^ q.^]-!^ 
iigojc]-. ^ i^vrgo]] rt]-^ ^Ajc^l^ ^ ^Vt^o^ ^Alc^ll- cfl^ 

^Wjtl- 71^^ Aj^eflo.^ ^^§].j7;^]. ^ ^s. a-^ tt] 7]- 

^n^] ^^\'^ ^^^^^-i- ^^^1-^ ^^^^ ^til^>J7 ol^^ 

:£8-i: ^ ^^^^ ^15 ^ A] 0^1 oil 45:}. X[%.^\ A(10)^ S7fl^ Sflr^^^ 

^ j - 1, - , s)l- ^Ml): ^. ^1^1 i^-g-^>^ s7fl^ 3x11^^^:^ ^oi;^]. 

VERj(^, j - 1, - , s)l- 7l^sl A-^tt](KMA; 13)<H1 -^^t^i^C^^I S510). , a} 

-§-^> A(10)^ S7fl^ 7fl'?l7l/^7fl7l ^V(pRI., pUBj)^ -^^^dft^-. Ol^^i, ^> 

A(IO)^ S711S1 KRBj(^, j = 1, - , s)-i: ^>HflSf ^o] ^jA^^>oi PUBj(^, j = 

1, - , s)s\ ^s. A-^a^ (RA; 11)011 ^^t]n:f(c^-7i] S511). 

4-^. A(10)^ 7fl<y7l PRIjl- ^>Aio] sfl^o^j^ pTO-s. ^^LSl-tVcf. 
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^, Cj = E^^^<iPRi;)i^, j =1, - , s)# n^^^^. ^<^K ^ ^^^^ 
^AHlS^i, ^1-^^ 71^0] Aj^uflo.^ ^^s].^^]. ^\:=. ^o-ofl 

^ Al-g-7>7l- KRB«- ^J^^^m ^Til^Hl^i 3fl>i^q^ PWD» ol-g-tl: ^J-^S]- 3z|-^j# 

ol^^i, s7l]^ 0 < Zj < q j - 1, - . s)l- ^^^rl-jl, KRBj(^3:, j 

= 1, - , s)» <^\A 8^ ^l^^H ^>#^V4. 

[^«)-^ 8] 

= CC-i^. = C^"^ mod J> , Cj- CVi ->'2 j»^„)"^ mod J>:, 

^i»1(RA; 11)^ 1 < k < s ^^^^Hl^i ^^^l-<^ ^>-g-^><^l 

7)1 ^^tlrCfC^^l S512). o] nfloil, ^ wv^^:! wj-^^ifV ^Ajc^j^A-] 3711- ^ 

sh^l^^^^i tio> 7j-£o^ S^l: 7>^*>£^ ^ ^ ^i:^-. 

cfA] :£8^ %^S5r>^, ^>-g-;^} A(10)^ KRBkl- ^1^1?V (s-l)7l|^ KRBj 

1- -^^(open)tl:4(^:^l S513) . ^, PWDj, PRIj, Zj(^, Vj ^ k, 1 < j < s)l- ^ 

^ A-1H](RA; 11)011 711 ^^tl:!^. ik^A, ^i^l (RA; 11)^ A(10)S.^Bi 

^^Hl- ^l-§-*H PRIj^ PUBj^ cfl-g-^^ ^ KRBj^ ^^^^^^ ^^>tl-4. ^ 

o] ^ Cf^ ^AlojlS^i, 711^71^ ^71171^1 Cll-g-^j ^ 71^^ #5^^ ^^^^^^ ^ 

X[t\^ ^7.^^ ^>^1. oj-g-^H wlcfls}-^ ^^Tll^v ^t:!-. 

^H^i, ^i^lCRA; 11)^ 71^5:1 A-^t3l(KMA; 13)^711 KRB = KRBk^ PUB = 
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PUBk* ^^^^C^n S514). o]t\., S515 ^:^] ^7]] S518^ ^ ^'^^ ^ 

^1^^ 71^5^^ ^ -7l^iJ- 4^^^ i^^^a -£^<^14. A(10)^ 

A^wlCRA; 11)<H1711 <a-s^ ^^^i ^^JtbcfC^Tj] S630). ^i^l 

(RA; 11)^ ^l^el A^tt](KMA; 13)<=Hl7ll o]^ cfA] ^=|^t!rT^(^7^1 S631). , 7] 

^iH^CKMA; 13)^ ^>^;^]- A(io)^ 'a-J:^ 7fl<y7l/^7ll7l ^>-(PRI, PUB)# ^fi^^ 

t}jL, 714^ 1-^(KRB)# ^>5flfi|- ^o] ^5>^j^>oi c11olEiHllo]i(2l, 22, 23)<Hl 

^i^l-^^C^^^l S632). 

71^51 A-^ii]^ A}^7}o^ PRI# PWDS <y-s:s|-t!:t:f. ^, c = e,^(_pri)-^ 

^]^^^. ^1 i^*^!, ^l€sl ^itt](KMA; 13)^1^ ^>^^} A(10)S^ PWD71- Aj-^o]] 
S|c^] oic^jT 7l-^jtl:T=1-. <^]'^M, zl- 0 < z < -a^^i^. 

KRBl- oj-Eflo^ gs. ol-g-^V^ 

[^^^ 91 

iCRfi = (Cj C,) = fe' mod P, C- (y, -y^ yj' mod P} 

^l^^i, ^ ^^^<=>11 ^1^2^ ^itH(KMA; 13)^ (mj 
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m < II )4: ^y-^^-'^ KRBl- H 7^S. ^, KRBi, 

KRB2, - , KRB, ^ 711 <?] ^^^^ ^^1 ^711^ c-llolE^«ilol^ (DBi, DB2, 

... , DB, )oll AA ^ni-tVtq-. 7.]^^^ ^ KRBl- i^T^^^A. 

at!:, 71 ^5l A^wlCKMA; 13)^ ^^ ^i^KRA; ll)^]7\] ' 
^7>A-l ^ (c, PUB)^ ^4^^4(^711 S633). ^H^i, ^itH(RA; 11)^ 91^ 

^itHCCA; 12)<^l7ll 7^5:1 A^BlCKMA; 13)S^b1 '^Sl-g- ^l^^i ^7> 

^i'l- ^1^1 1!- ^, A(io)5i puB<^i cn^ 'y-^-g- <?i^Ai# -S-^^^>^-(^7i] 

S634) . 

att, ^ ^^<^1 ^i^lCCA; 12)^ ^s:^ ^, 

Bji£si A^y^ofl A>^;^> A(IO)^ ^J-SL-g- ^^^i* ^7ll *}iL( 1=3:711 S635) A^ul 
(RA; ll)oll7ll <a-J:^ S636). oHAi, ^is^KRA; 11) 

^ 'y-^-g- ^^^i ^ C# 7.1-g-^> A(10)oll7ll ^^^i:}(^^l S637). 

^ ^15 ^^HHl i4€- 7j-^H 7l^^ ^li^fl^ ^^°ll^, :£7b<^l M- 

Wl7]- A>^;^> 2ll^^:i^<^ll dlt!- Al-^ :i-^ll A>-g-;^>Sl <a-^-g- 7ll'a7l PRIl- 4 

^ ^^^^ ^16 ^Alolloll xx\S, 7^^]^ 71^1^ Al>,Eflo] ;g-foll^ i7bl: 
v£ 714^ ^^711- ^ 3X^^, ^1 ^-f<>ll^ 71^5^ A^ltt] 

^ ^>^°1 71-^1 ji ^>-g-;^>2i 3)1 ^^^J^l- ol-g-S>o^ <^J:^ 7ll<?l7ll- 
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^l^^ofl ^Vo^^fls ?1^^7l- 7]-^^* ^^^S. tV^. 

PKI-S-^J ^i^lil- ^}^^}^ sfli^^^l- SEfV, VER^ PKI-^^J 

til^il- ^l^sl A-]n]d]] A>-g-^>o^ sfl^i^^H. ^<?1^1-1- l4B^-^Hcf. 

S^, KRB^ A|-^;^> A<^1 7-1^^ ^T^l^l-^, P = 

qw + 1^ ^^*>i, €- ^n^ol^ ^91^ ^^^^'=>]^. Hl-^ 

^Al^:iolji, order(g) = q# ^^tl"^. x;^ ?]^^ ^1 KRAi^l 

7H^7l^A-^ 1 < i < nclt+. 

^, KRAi(^, 1 < i < n)^ '-.e^^^l- -ti^fltl- ^, = g-' mod 

7]1^>^>^ ^7fl^Vt:f. o]c>|A-i, yJ-7^$] KRAi^ fi(0) = ri<?l t-l^f^ ^^^^ fjl- 

^j-'^l ^ ^ *>7ll >a fVcf . ^ , /;.(^) = ^, + . ;c + a., - + • .. 4- a,.,., • mod ^ ( ^ , 

KRAi^ r^oy rnod (cq-^ Vj ^ i, 1 < j < n)-i- T^j^^V^i KRAj<>ll7l] 
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5E*V, z|z]-o^ KRAi^ ^^^^ fj(i)(^, Vj # i, 1 < j < n)* ^l-g-^}^ 4^ ^ 



n\}o]^ *>^, o]^] zi- KRAi^ 7}^^ 7fl<y7l S,e/. //'•)» ^l^s^^l 
4. 

"Advances in Crypt ology-Eurocrypt '91"2] ^]522^ ^]526^<^1 ^B^SZ^ 

"A threshold cryptosystem without a trusted party"<=Hl 7flA]^ -^S-^JS^^ 
^7fl7l^ ^^*>7ll ^^5]^] ^^4^ ^^l^^l Gennaro, Janecki , Krawczyk, 

3q-l^> yitivsi (t,n)-4>'^# '7]^n Ai^E^o^ 71^5^^ ^ f]^^ oJf^jii]- 714^ 4 
£10a^ £lOb<^1 ^4. ^l^Hl^i^, :£10a ^ :£10b» %i-Ss-> 



±S. ZL ^^^^^^ ^ ^4. 



.,.(3°")" (g''"'y"modp(^. Vj ^ i, 1 ^ j ^ n) 



KRAi^ ^^tl: ^Till- 71^^ 
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SlOal- ^i-S^V'S, ^>-g-;^} A(IO)^ oj.^^ 7l]<?l7l/^7fl7l ^>(PRI. 

PUB)^ ^S^^^}^, ^14^ l-^(KRB)^ ^>2fl4 ^o] A^^^^l-oc^ ^7fl7l PUB4- ^^1 ¥ 
4 ^ialCRA; 11)<^1 ^^^^(^n S710). 

^^i, ^>-§-4 A(IO)^ PRIl- PWDS. <y-:£S}-^Vcf. ^, c = (/'/ir, 

i^n^ 10] 

tl:^, ^4 ^it3l(RA; 11)^ ^i^KKMA; 13)'^]7]] KRB4- PUB^ ^^^4 

(^7^1 S711). S.^, 7l^El Aitf|(KMA; 13)^ (mj m < 

H )^ 4^^}^^ KRBl- i> 7flS S^^fl ^, 44-4 24 KRBi, KRB2, - , KRB«# 4^ 

44 7il<y 41 ^^ii4 ^^1 ^ 7fl4 4<^14till^l^(DBi(2i), 082(22), - DB, (23))<^1 

44 4¥4 44t]:4. 44^ 4?] ^ KRBl- rii4t!:4. 

444, ^l^el 4 4 (KM; 13)^ ^4 44(RA; 11)^1 tII '^:^-S- <?1^4 
^ 444'!- 4^t!r4(^4 S712). ^ ^^^c^] 4^ 44(RA; 11)^ 4 
4(CA; i2)o1l7ll 71^4 4^(KMA; i3)s-?-Ei 4^^^^ 4^4 *14 

4'!- ^14^> ^, 4-§-4 A(10)4 ^7il7l PUB^I cfl*!: 4^-§- 4^41- 
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tVtfC^Tjl S713). ^34, o]^ A-]tt](CA; 12)^ ^^s.^ -y^^i* ^, ^ 

^itf|(l9)^1 ^>^^1- A(10)21 <y-s-§- <?l#^i# ^7fl^}Jl ^ialCRA; 11)^1 

Tfl <a-^-g- S714). T3>^i^^s, A-]i3i(RA; 11)^ <a-^ 

^ ^>^^> A(10)oll7fl S715). 

tlObl- ^^S*>^ ^ ^^^1 ;^17 ^Alc^]oi] 145:1. o^Ej-^ 4t^^>^ ^J-^ 

^ ^^^>^ '^Vsfl^ ^cf. AV^^} A(lO)7> 71 ^el A-itt](KMA; 13)<=>\] ;^>-tl^ 

^^^-§- 7fl^l7ls:| 4^1- A^^Ml il^C^^l S850), 7l^S^ A^w](KMA; 13)^ ^>-§- 
^} A(10)l- ^, T:-1]olE^y11ol>^ ^Aj]^ :f.^].o^ a>^^> A(10)<^1 i 7l]5^ 

7l4^ Ir^ ^ m7llsl KRBi, KRB2, - , KRB,^ ^WJI, 

(mj m < ^ )^ <^]-§-^>^ KRBS ^fl-^J^^^ tti^. 

(KM; 13)^ 1^^^ 4^^^ -^^>^ ^>-S-^> A(io)5:| ^^.^^ c^'^l- ^ Si 

cf. -f^, 71^S1 H^ICKMA; 13)^ <?I^> r(0 < r < P-l)# ^^tt 

^, Ci'S Tfl^^l-c^ '<a-^-g- 7fl<y7l 4^ -S-^^A^Sf %7?\] KRAi, KRA2, - , ¥Rk,o\]7\] 

H^H, t7flS^ 714^ KRA,^ AA C iC\)'- mod A^^\'=^ 

CC,"co=Ol- 7l^sl ^itf|(KMA; 12>)<^]7\] ^l^s] AitJ](KMA; 13)^ 

1 711 51 714^ Aitt^S-^E-l 1 711^1 CC/'c,,,0 ^, ^l^^^i 
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r'-lTj/G-i) ^]^^}<^ c --E^^^iPRr,^ 

C= C2/ IT(Ci"(i)) mod P 

i 

13)^ A(10)2] c=£^^^ 1- 7l«l- t:]-^^:^ 

7l^^ ^oMI^ 71^^ Al>,Eflo.5. ^^^>J7;^> A^tt]7> 

7lti]:^ (t,n)-^d-^l^ Al^E^^ 7llAl-5T-cf. 

l-^(KRB)^ ^^o] ^oH^-i- tl^^l-cx^o]: Aj-dl^ SAjs]^] oy 

£11^ ^ ^^^^ ^Ajc^jo]] ol-E^ A>-g-;^|- A(10)^ S7]\B] Sfl^i 

PWDj(^, j = 1, - , s)* ^^A^^ ojofl tfl-g-*>^ s7fl^ iJfl^^^H. ^^^> 

VERj(^, j = 1, - , s)l- a-^w^CkmA; 13)<^1 f-^tt^^f (^^1 S910) . IL^, a> 
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-g-^} A(IO)^ s7flsl 'a-^-g- 7fl^7l/^7ll7'] ^KPRIj, PUBj)^ ^5^^?!-^. o]o]A], A\ 

A(IO)^ S7fl^ KRBj(^, j = 1, - , s)^ c5}sfl5f ^ol A^^^^Vo^ PUBj(^, j = 

1, - , s)^ ^^1 (RA; 11)<=>11 ^^*l:i4(^7fl S911). 

-f^, ^V^^V A(10)^ 7llo]7l PRljl- xl-Aio:| sfli^^H. PWDjS. <a-5:5l-tl:^. 

71^0] ^^^V f]^^ ^]^^^S. %^^}3i:^} ^-foi] 

^ ^}^^}7} ^14^ ^s^^^i-^ ^^M^-] n^^^t o]^^ o^^^. 3].^^^ 

^H^i, s7flSl 0 < Zj < q j = 1, - , s)l- KRBj(^, j 

[^*]-^ 11] 

t}-^. -i-^ ^itJlCRA; 11)^ kl- 1 < k < ^^'^l^-l ^^^>oi 
kS 1^:7^1 S912). nflci]^ ^ ^rgo^ wj-^^t]: ^^HlS^i H 

sii^ A>-8-^> A(IO)^ KRBkl- ^1^1^ (s-l)7fl^ ^-^^1 

KRBjl- S913). ^, PWDj , PRIj, zj(^, \/ \ + ^, 1 < j < s)# -^^ 

^itJlCRA; ll)oil7ll ^d^^W. f-^ ^i^l (RA; 11)^ Af-g-xV A(10)S^Ei «> 
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^ ^^il- <^1-g-^l-^ PRIjSl- PUBjSl cfl-i-A^ ^ KRBj^ j = k<y ^ 

^^11^ ^l-g-^V*^ til^flsl-^ yj-^^S ^S. 31^. 

ojo^A^, A\M]{M; 11)^ 71 ^e] A^wKKMA; 13)^1 Til KRB - KRBk^ PUB - 

PUBkl- S914). ol*>, ^711 S915 ifl^l S919^ ^ ^ 

^, 31] i^^^^ <a-s^e>oi Al-g-xH]7]] ^^^i-^^ ^ ^ o^z:\. 

(t,n)-7j-^l^ 71^^ Al^Eflo:! 7lAjA^ ^ 7]^!^- 4^^^ i^Bl-^^ S^ojcf. 

-£125:1 ^Aj-i- jg,!^^ :£9o]] i4e1-v« ;^16 ^Alc^jo;! Aj^Efl ^A^iq. :^<^^> 

711 i<^l^l^> 71 4^ lr^(KRB)sl ^A^ -^^ol A^s. Aj-ol^^ "el^^H^) 

A>-g-^> A(10)^ ^4 A-^ttl(RA; ll)<^l7ll ^a-^-g- ol#Ai ^v^^ -S.^^ ^4(^711 

51210) . A^i5](RA; 11)^ 7l^sl A-]t}1(KMA; 13)^1711 o]^ cfA] ^^*1:t4(^7]1 

51211) . t!:^. 71^51 A^yKKMA; 13)^ ^-§-^1- A(10)^ '^^S.-^ 7ll^7l/^7ll7l 
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^HPRI, PUB)-i- ^e^(KRB)# ofEflsf ^o] ^^^^t\c^ c-fl o] wfl o] ^ 

(DBi(21), DB2(22), - , DB, (23))<^1 ^^H^^^. 

-f^, ^l^sl A-1B](KMA; 13)^ ^}-%-^} A(10)^ PRIl- ^l-g-;^> AdO)^! sfl^^.] 
:^(PWD)s. <a-J:2l- ^rf. ^, c = E^^cJ^j^^ ^]^^^. ^] ^'^] ^]^^ 

^i^lCKMA; 13)^1^ ^>-§-^> A(10)^ PWD7> ^}^<^] ^^^^ 91^^ ^M^^. '^H 
^i, A^uKKMA; 13)^ 0 < z < '^^'^l^l zl- ^^*>o^ RRB* 

^, KRB^ A7?B= (C, C^) = (g^mod C • mod ^) ^ TH^^^^^E] 

^l^^i, ^ #^^1 ^l^s:) ^i»l(KMA; 13)^ (m,^ 

<^Jie1^(^, m < ^ ^>-g-^>^ KRB# i{ 7flS ^, zi-z]-o^ 2:Zi- krBi, 

KRB2, - , KRB«# ^>-g-^>^ 7fl'?l ^Jiisf £ 7115^ c-11olE^yllol>^ (DBi, DB2, 

- , DB, ^ni-t!:T=1-. ^H^^ ^ KRBI- i:7lt!:i::}. 

a^, 7l^&| A-^ti^KMA; 13)^ f-^ ^i^KRA; U)^]?]] '^J:^ -y^^i 'i-^ 

^ (C, PUB)^ ^*^>T=f(^7^1 S1212). o]o]A^^ A-^ttl(RA; n)^ o]-. 

^itf|(CA; i2)oii7fl 71^5:1 A-^tf|(KMA; 13)3] •o]-^-§- ol^^i ^7H'* ^1^1 
^, ^>-g-^> A(10)5:| PUB<^1 ^J-^-g- <yf^^il- S1213). 

^Ssl Aitj]oil A>-g.;^> A(10)^ ^J-Jl-g- -y^^-ll- ^7fl*>Jl A^Bl(RA; U)<>\]?]] 
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°J-^-g- 'el^'^il- ^^tb^C^Tl] S1214). ^l^^i. ^itf|(RA; 11)^ 'y-s-g- 91 

^ ^l-g-;^!- A(10)<^l7ll S1215). 

^18 -^Aio^iofl 4^ 7^^]^ f]o^^ Aji^flo^ ^^^1^ £iob<^i 14 

E^-ufl ^14^ tij-^^ o]^t}o^ A>-g-4o^ 7fl<y7l PRIl- ^ o] nflofl 

A^W]7> A>-g-x} Bfl^^^JBofl Cfltl- ^1-^ -i-^fl ^>-§-^>^ ^^-§- 

PRIl- ^^-^ ^ SX^. 

^ ^^S] A] cm CHI ^o^^l^^ ^-f^Hl^ :£10b<^l ^ 

E^-^ f]^^ Wj-il^ o1-g-*><^ ^l-§-^l-^ 7fl<y7] PRIl- ^ 9X^^, ^1 

71 ^e] A^w]^ ;^>A]o] 7>^lJi ^|-§-;^|-^ 3zi)i^^:^l- oi^^>o^ ^}-^^}^ ^^-§- 
7fl^i7li- 4^^^ ^ 514. 

'i-^^ ^^1- ^l^m ^ $l£4 

^ ^^^^ 4^1^ y]^^ 7]l^^*>^x:f. ^ ^^o^ 

^^T^IM- ^^j^ 7ia.O_SA^ A}-§-^ ^ OI^O] ^gfl 7l# ^0>o^ A>^S. 

^ ^l-^oll o^tt $-8: ^7} ^2,^ ^^ ^^<^l7>i 7l# 
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^<^1 n]-^ f]^^ -^1^^^^ PKI-^^J ^l^Sl A-^H^ol] 
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^>Aio] A^A^^ oiofl cfl-g-s]^ 311^^^:^ ^<il^>l- ^^^^] ^ 

7^1(^,c = £^^^ c^i^Ol- n^*S*>^ ^^1 ^, PWD; 311^^-]:^, PRI; 7fl<y7l); 

(d) A>-g.^]-7> 71^^ A^WlSl o]-J:-g- -^711711- ol-g-§>c^ <^J-^5}-^A 

(e) -^>7l 714^ ^^3]. ^7fl7l7> 71^51 A-^ ofl t]] ^^^^ ^7^1; ^ 
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